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Abstract—This paper presents three multimedia encryption
algorithms base on a new Generalized P-Gray Code (GPGC) to
protect the surveillance data in homeland security applications.
The GPGC is a k-digital parametric sequence suitable for any
base, n. It is also called the (n, k, p)-Gray Code where p is a
parameter that allows the users to change the distance to yield
different Gray Code sequences. The base n and parameter p as
security keys have many options to make the encrypted
multimedia difficult to decode. This allows the encrypted objects
to be protected with high levels of security. The experimental
results verify that the presented algorithms are lossless
approaches and good at partial multimedia encryption. A method
of measuring the percentage of image encryption is introduced
and the measure results are also provided to quantify the
encryption performance. Experiments demonstrate that the
algorithms show good performance for the common attacks. Due
to the low complexity of the algorithms, they are also suitable for
real-time applications. The principles behind the presented
solutions may be applied to various image, audio, and video
systems.

Index Terms—Generalized P-Gray Code, (n, k, p)-Gray
Code, partial multimedia encryption

I. INTRODUCTION

TSUAT surveillance systems and networks make remote
video monitoring available for homeland security
purposes and also make 1t easy to transmit and share videos
and mnage data. With the ubiquitous deployment of visual
surveillance systems in many important areas such as airports,
commercial centers, banks, schools and also militarily
strategic places, large amounts of videos and images with
security information are generated, transmitted and stored.
Providing security for this information becomes an important
and urgent issue. Security of image and video data 1s also very
important in many other areas for homeland security, such as
secret communications, confidential remote video conference
and security information data protection and sharing as well.
In the digital domam, security needs to address three
fundamental problems: (1) secure communication, (2)
protection of multimedia data, and (3) privacy of multimedia
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data (for example, in video surveillance). Using encryption
methods on the multimedia data makes the information
unrecognized and difficult to decrypt for an wmauthorized user.

Newton et al. address the privacy threat brought by a facial
recognition technique which stores many different facial
characteristics and can automatically identify people mn video
surveillance systems [1]. Several cryptographic techniques to
encrypt the facial images are mtroduced to protect the privacy
of people under surveillance. Only authorized persormel with
encryption keys can fully access the protected facial images
[1-3].

Encryption schemes based on cryptography principles are
designed to ensure the confidentiality of images or videos.
However, such solutions may not be suitable for securing real-
time applications. For example when transmitting large still
images or video via public wireless and mobile networks, the
encryption/decryption processes require heavy computation
and a large amount of computer resources. This 1s due to the
complexity of the encryption algorithms and the nature of the
image/video data (size, memory, and complexity).

Efficiently protecting privacy and encrypting still color
images or videos in real time applications are usually based on
the principle of partial or selective encryption (encrypting only
a portion of the data). Partial encryption enables information
to be encrypted with different levels of security for different
users according to their needs. Recently, several specialized
encryption methods have been developed to encrypt umages
and videos [3-11].

Omne of encryption methods 1s based on Gray Code concepts
[9-11]. The Gray Code 1s a reflected binary sequence where
two successive code words differ by only one bit position.
This Binary Reflected Gray Code (BRGC) is widely used for
error correction in digital communication systems. The (n, k)-
Gray Code is introduced when the concept of Gray Code is
extended by changing base other than binary [12, 13]. It 1s
known as non-Boolean Gray Code where two adjacent
elements differ by only one digit and the difference is either
+1 or -1 [12]. Ternary Gray Code 1s one example for this.

Image scrambling 1s one of the applications that utilize the
Gray Code. Ding et al. presented an image scrambling
technology based on Gray Code transform [9, 10]. This
approach doesn’t have security keys. Zou et al. extended their
concept and mtroduced an image scrambling method using
Generalized Gray Code transform [11] This algorithm
provides a little more security than the simple gray code m [9,
10]. However, it does not provide a lugh level of security.
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In this paper, we further extend the concept of (n, k)-Gray
Code in [12] and P-Gray Code in [14] and introduce a new
Generalized P-Gray Code (GPGC), also called (n, k, p)-Gray
Code. The new multimedia encryption algorithms using the
GPGC transforms are also presented in the section 3. The base
n and parameter p as security keys have many choices so that
the encrypted multimedia data are difficult to be decoded. This
allows encrypted objects to be protected with a high level of
security.

The presented algorithms can be used for partial encryption
of multimedia such as electronic sighatures, fingerprints,
binary images, grayscale images, medical images and 3-
component color umages. Experimental results are provided in
the section 4.

II. GENERALIZED P-GRAY CODE AND ITS TRANSFORMS

A generalized Gray Code called (n, k)-Gray Code is a k-
digital sequence with base n [12]. A P-Gray Code 1is
introduced in owr recently worl{14]. A matrix approach to
calculate the Generalized Gray Code is presented in [9-11].

In this section, we introduce a new p-parameter based
Generalized Gray Code called Generalized P-Gray Code
(GPGC). To apply this new GPGC to multimedia encryption,
several GPGC based transforms are also presented which can
be applied to the multimedia data n different ways.

A. Generalized P-Gray Code

Definition 2.1: If(a,a, | --a,q),1s the k-digital n-base
representation of the non-negative integer A, assume a lk-
digital n-base sequence G=(g, g, ,'* g,g,), 1s satisfied with

. i=k
g =+(ata ,)modn 0<i<k—p-1 (1)
a izk—p-1

I

wherel <i<kand 0< p<k, G is the Generalized P-Gray

Code (GPGC) of A. Tt also called (n, k, p)-Gray Code
representation of A.

From the defimtion above, The GPGC will be different
based on the n and p values. For example,

1) When n=2, the GPGC 1s the binary P-Gray Code, also
called (2, k, p)-Gray Code.

a, i=k
g =4(a +a_,)mod2 0<i<k—p-1 (2)
a, i»k-p-1

2) When n=3, the GPGC is the ternary P-Gray Code, also
called (3, k, p)-Gray Code.

a, i=k
g =qlata,, Jmod3 0<i<k-p-1 (3)
a i=k—p-1

When p=0, the GPGC of equation (1) reverts to the classical
gray code of base n. For example, the GPGC 1s the classical
Gray Code when p=0 and n=2.

a, i=k
& —{ (4)

(@ +ta,)mod2 1<i<k
Multimedia encryption (1.e. image encryption) can be done
by randomly changing physical positions of the multimedia
data. The GPGC can be used for multimedia encryption since
it can transfer an integer sequence into its GPGC
representation, a permutation sequence.

B. 1-D Generalized P-Gray Code Transform

Definition 2.2: For a non-negative integer sequence
A={4.4,.4,....4,} . the following transformation is called
1-D Generalized P-Gray Code Transform. The integer
sequence G = {G,,G,.G;,...,G,} s the GPGC representation
of A.

G=(C, * A)ymedn (5)
where
gn &a - 8m
Bz &= Emz
G=(G, G, Gy =
g Bu Eok /y
dyp Ay 2
thy Ay Dz
A=(4, 4, A=
y dy o/,
€y O Cie
and Cp: Cn S ok
f G S/,
where
1 i=j

(CU )p =91

0  otherwise

F=i+p+lLi+ p+1<k

k, m, n and p are non-negative integer, 1 <i, j <k, 0<p<k.

From the transformation above, the input sequence
{4,4,....4} can be transferred to a different permutation
sequence {G,G,,G;,....G,} when the base n and parameter p
have different value. For the certain value of n and p, the P-

Gray Code sequence of {1, 2,3,...,m} can be defined by
G, =1{G,1,G,:.G,s5... G} (6)

12Tz

To recover the original integer sequence, we can use the
inverse 1-D GPGC transformation which is defined below.

Definition 2.3: If the sequence {G,G,.G,,...G,}is the
Generalized P-Gray Code representation of the sequence
i4.4,.4,,...4,}, the following transformation 1s called
Inverse 1-D GPGC Transform.

A= (C;1 *(ymod n (7)

where 4, G, C, and m, 1, p, k are given by definition 2.2.

1-D GPGC transfer can transfer the mteger sequence to its
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GPGC representation sequence. This transfer can be used to
encrypt one dimensional media such as a string, password,
audio or speech signals. It can also be used to encrypt 2-D
multimedia line by line, for example grayscale images.

C. 2-D P-Gray Code Transform

To encrypt two dimensional objects, such as electronic
signatures, fingerprint, medical images, binary images and
grayscale images, the 1-D GPGC transform would be too
time-consuming because images should be encrypted line by
line. The 2-D GPGC transform is a more efficient process than
the 1-D GPGC transform because it can encrypt 2-D images
by applying the transform only one time. Furthermore, to
reconstruct the original image, we simply apply the 2-D
inverse transform one time.

Definition 2.4: Let D be the original 2-D multimedia data
matrix, 7, be the row coefficient matrix, 7, be the column
coefficient matrix. Then the 2-D GPGC Transform is defined
as[14]:

E=T,DT, ®)
where E is the encrypted 2-D multimedia data matrix,

The coefficient matrices of the 2-D GPGC Transform can
be generated based on the security keys: base n and parameter
p. For an mxn multimedia data, the row coefficient matrix

T (m,m) can be generated from equation (6)
1 @(,G,)
LG, )= ! ©)
/ {0 otherwise
wherel <i,j<m
And the column coefficient matrix 7, (n,n)can be also
calculated in the same way.

1 G,,.J
- Or? (10)
0 otherwise
where 1<i,j<n

As an example, the table 2.1 lists some row and column
coefficient matrices of an 8x10 image according to different n
and p values.

Definition 2.5: Let E be the encrypted 2-D multimedia data
matrix, 7 be the row coefficient matrix, 7, be the column
coefficient matrix, the following transformation is called
Inverse 2-D GPGC Transform.

R=T"ET"
where R is the reconstructed image matrix.

Definition 2.6: Let D =(D, i)be a 3-D multimedia data
matrix, where D, is the 2-D data matrix of the i multimedia

i), where 7, is the row coefficient

1D

component. 7, =(7,
matrix for the i multimedia component defined by function
). T, =, i), whereT,is the column coefficient matrix of
the i multimedia component defined by function (10). The
following transformation is called the 3-D GPGC Transform.

E=T,DT, (12)
where E is the matrix of the Encrypted 3-D multimedia data,
andi=12,3.

TABLE 2.1 THE ROW AND COLUMN COEFFICIENT MATRICES FOR AN 8X12

IMAGE

(n,p) | Row coefficient matrix | Column coefficient matrix
1000000000

10000000 0100000000
01000000 0000100000
00010000 0010000000
00001000 0001000000

G.0) 00100000 0000001000
0000000 1 0000000100
000O0O0OT1UO00 000O0O0OT1O0O0O0OO® O
000O0O0UO0T10 00000 O0O0O0T1O0
0000000001

1000000000

10000000 0100000000
01000000 0010000000
00100000 0000100000
00001000 0001000000

@.D 00010000 0000001000
000O0UO0UO0OT10 000O0O0OT1O0O0O0O0
00000100 00000O0GO0O0O01
0000000 1 00000O00O0O0TO
0000000100

Definition 2.7: LetF =(F,

multimedia data matrix, where £,is the scrambled 2-D data

i)be an encrypted 3-D

matrix of the i multimedia component. 7' = (7" i), where
7,'is the inverse row coefficient matrix of the i" multimedia

component. 7. =(7" i), where 7,'is the inverse column

coefficient matrix of the i™ multimedia component. The

following transformation is called the Inverse 3-D GPGC
Transform.

R=T"ET" (13)
where R is the reconstructed 3-D multimedia data, and
i=1273.

III. MULTIMEDIA ENCRYPTION ALGORITHMS

A. 2-D multimedia encryption algorithm

The data of 2-D multimedia consists of 2-D matrices, for
example, electronic signatures, binary images, fingerprint,
medical images, and grayscale images. Here we provide a
multimedia encryption algorithm based on the 2-D GPGC
transform which can partially encrypt these types of media
data in one step. The encryption algorithm is shown in Fig. 1.

2-D GPGC Encrypted
Mulﬁr-'r?edia B Transtorm | E» 2-D
Multimedia
T,0T,

Fig. 1. Block diagram of the 2-D multimedia encryption algorithm

To encrypt the 2-D multimedia data, the security keys: base
n and parameter p should be selected first. The row and
column coefficient matrices can be calculated according to the
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equations (9) and (10). The encrypted 2-D multimedia can be
generated by applying the 2-D GPGC transform.

Similarly, to decode the encrypted image, the authorized
users should have the security keys: base n and parameter p.
They generate the row and column coefficient matrices by
using equations (9) and (10), then obtain their inverse
matrices. The original image can be recovered by applying
inverse 2-D GPGC transform (shown in Fig. 2).

Encrypted Iy s 2D Recovered
GPGC R
20 > Transform - 20
Multimedia Multimedia
T;IETJI

Fig. 2. Block diagram of the 2-D multimedia decryption algorithm

B. 3-D multimedia encryption algorithms

3-D multimedia data has 3 dimensional data matrices. For
example, in the color images, the 3-dimension data matrices
represent three separate color planes. The data for each color
plane is a 2-D data matrix. We introduce two algorithms to
encrypt such types of multimedia data.

The first algorithm (shown in figure 3) uses the 2-D GPGC
transform. The 3-D multimedia data matrix is separated into
three 2-D component data matrices. The 2-D GPGC transform
is applied to encrypt each component individually. The
encrypted 3-D multimedia data can be generated by
combining the three encrypted components.

multimedia 2-D GPGC Eﬂfm’etgg
gl >l I -
Com;:)nent Transform Component
T.DT. #1
| mutimedia 2.D GPGC Enerypted | Encrypted
3-D —® Component [ ™| Transform [ ™ 3-D
multimedia | 52 Component | | Multimedia
T.DT, #
multimedia 2D GPGC SR
¥ Component [ Transform [ —
#3 Component
T.DT, #1

Fig. 3. The 3-D multimedia encryption algorithm using the 2-D GPGC
transform

The second algorithm (shown in figure 4) is based on 3-D
GPGC transform in definition 2.6. The encrypted 3-D
multimedia data can be generated after directly applying 3-D
GPGC transform. The user can choose the same security keys
n and p for all three multimedia components, or have the
flexibility to choose different security keys for each
multimedia component.

3D D ?:I-_D GPGC E Encrypted
. N ransform > 3-D
Multimedia - ;
Multimedia
1,07,

Fig. 4. 3-D multimedia encryption algorithm using the 3-D GPGC transform.

On the other hand, the encrypted multimedia data can be
decrypted by using the inverse 2-D or 3-D GPGC transform.

By using the inverse 2-D GPGC transform, the encrypted
multimedia data matrix should be separated into three 2-D
multimedia components. The three multimedia components
can be reconstructed by individually applying the inverse 2-D
GPGC transform. Combing these three reconstructed
components gets the reconstructed 3-D multimedia data.

Similar to the encryption process, decrypting the
multimedia data can also be done via the inverse 3-D GPGC
transform. The reconstructed multimedia data can be
generated by directly applying the inverse 3-D GPGC
transform to the encrypted multimedia data.

IV. EXPERIMENTAL RESULTS OF MULTIMEDIA ENCRYPTION

A. 2-D multimedia encryption

2-D multimedia data consists of 2-D matrices such as those
found in electronics signatures, fingerprints, medical images,
binary images, and grayscale images. To encrypt the 2-D data,
the 2-D GPGC transform is applied to the 2-D multimedia
data based on definition 2.4. Figure 5 shows an example of
the grayscale image encryption with security keys: base n=3,
p=0. The experimental results show that the original image
can be perfectly reconstructed. This can be verified from the
histogram of the difference between the reconstructed image
and the origi

100 0 200 30
U}

Fig. 5. Gray image encryption with base n=3 and p=0. (a) Original gray

image; (b) Encrypted gray image; (¢) Reconstructed gray image; (d)

Histogram of original gray image; (e)Histogram of encrypted image; (f)

Histogram of the difference between reconstructed gray image and original

gray image.

More encryption examples of the 2-D multimedia
encryption are provided with different base n and p values in
figure 6 (fingerprint encryption), figure 7 (medical image
encryption), and figure 8 (binary image encryption).

These encrypted results show that as the p value increases,
the amount of multimedia encryption decreases. Higher p
values result in the multimedia data being more recognizable
than the results generated where p has lower value. This is
because for smaller value of p, the number of image pixel
permutations increases. Similarly, the percentage of
multimedia encryption also decreases if base n goes higher.
The digital of sequence representation will be shorter when
base n increases. The result is the same as that of higher p
value.
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B. Color image encryption resulls

b=2, p=3 b=2, p=4 b=2, p=5

Fig. 9. Encrypted color images with base n=2 and different p values

w0

h=2, p=2 n=2, p=3

Fig. 6. Encrypted fingerprints with base n=2 and different p values

2 2 25
2

15 15
15

1 1
1
05 0s 05
a 5 o a

o 100 200 300 o 100 200 300 o 100 200 300
(d) (e) ®

Fig. 10. Encrypted color image with base n=3 and Red: p1=0, Green: p2=1,
Blue: p3=2. (a) Onginal color image;, (b) Encrypted image; (¢) Reconstructed
image; (d) Histogram of original color image;, (e)Histogram of encrypted
image; (f) Histogram ofthe difference between reconstructed color image and
original color image.

h=3, p=2 n=3, p=3
Fig. 7. Encrypted medical images with base n=3 and different p values

® ‘ &

Fig. 11. Encrypted images with n=2, p=0 and reconstructed images after
image attacks. (a) Encrypted images with 128x64 cutting attack; (b)
Encrypted images with 12.5% Gaussian noise; (¢) Encrypted images with
10% Salt&pepper noise; (d) Reconstructed images form (a); (e) Reconstructed
images from (b); (f) Reconstructed images from (c).

3-D multimedia data such as color images can be encrypted
by using either the 2-D GPGC transform or the 3-D GPGC
transform. The users have the flexibility to use the same
security keys for all color components (Figure 9) or choosing
a different p value for each color component (Figure 10).
Figure 9 gives the encrypted examples where base n=2 with

n=4, p=
Fig. 8. Encrypted binary images with base n=3 and different p values
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the p wvalue changing. The better encryption results are
obtained where p has a smaller value. The original image can
be completely (Figure 10) recovered since there 1s no
difference between the original image and the recovered
image based on the histogram of the difference between them
(Figure 10(f)). This shows that our approach 1s lossless.

The presented image encryption algorithms have good
performance in common image attacks as demonstrated by the
experimental results shown in Figure 11. The reconstructed
images have some distortion due to the attacks. However, we
can see what the original image is since the reconstructed
images contain almost all the visual information contained
with n original images.

V. THEPERCENTAGE OF IMAGE ENCRYPTION AND MEASURE
RESULTS

Wang et al. present an approach to measure the structural
similarity (SSIM) between the measured image and the
reference image [15]. The measure result is 1 if the measured
image 1s the same as the reference image. On the contrary, the
result will be zero if the measured image 1s totally different
with the reference mage. This method can be extended to
measure the percentage of image encryption for the partial
encryption or selective encryption of images. The percentage
of image encryption can be calculated the difference of the
encrypted image and the original image.

Definition 6.1: Let SSIM (x, y)be the structure similarity

mdex defined mn [15], the following defimtion
Percentage = (1- SSIM (x, 3))x100%

1s called the percentage of image encryption.

The measure examples are shown in Figure 12. The results
show that the better encryption can be achieved with smaller
values of n and p.

09
g T T

14)

T T
—r—tasen=
—— tasen=3 ||
— & -basen=s

S tasen=s
— pasen=14]

Encryplion perentage

Fig. 12.
values.

Percentage of Image Encryption of the Lena image with different p

VI. CONCLUSION

We mntroduced a new Generalized P-Gray Code called (n, k,
p)»-Gray Code and also the new multimedia encryption
algorithms based on a 2-D GPGC transform and a 3-D GPGC
transform m this paper. The security keys, base-n and
parameter p, have meany possible choices which provide the

multimedia data with a high level of security. The presented
approaches are lossless and good at partial encryption of
images which are demonstrated in experiments. We also
introduced a new measure method of the percentage of image
encryption. The measure results show that image can be
encrypted m wide and flexible ranges based on different
security keys. The algorithms can be implemented for 2-D and
3-D multimedia data. They can also be used in real-time
applications, such as encrypting pay TV, video and speech.
Experimental results showed that the algorithms have good
performance in common image attacks.
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